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C?ts'f Kyberutoky na ceské nemocnice
patec

© 7. unor: Ransomware v Nemochnici Rudolfa a Stefanie Bene3ov
r——

V' nemaocnici v Benefové doélo k Utoku na konci roku 2079, Kvili omezeni lékafskych vykond, zrugeni pléanovanych

> bl
NUKI B . C C vyietieni, operaci, vyroby a nakladim na obnovu se 8kody za necelé tfi tydny omezeni provozu vyiplhaly na 59
* el.,_ miliond korun.

10. 11. 2021, 15:53 — Brno Pii utoku na nemocnici byl pouZit ransomware Ryuk. Ten je béZné instalovan pomoci dalSich kment malwaru jako

Miloslav Figer. Novinkv ( Emotet a Trickbot. Cely tentp infekéni fetézec zpravidla zaina phishingovym e-mailem s infikovanou pfilohou,
LI 3 ]

kterému neopatrny pfijemce uvéfi a piilohu otevie.

Narodni urad pro kybern
kybernetickych incidenti Fakultni nemocnice u sv. Anny v Brné (FNUSA)

& L -
T T S . .
vazine n351edk} a [‘y'chle = Utok oficidlné zacal 13. bfezna minulého roku, a tentokrat Slo o cileny Gtok ransomwaru Defray (Defray777). Utoénici
zdravoinictvi. Ke konei 1 se po Uspéiném napadeni zafizeni pokusili z instituce vymamit vykupné, které jim viak neposkytla, naopak se

zamé&fila na forenzni analyzu utoku spoleéné s NUKIBem a Avastem, jeho investigaci a co nejrychlejéi ndpravu. Provoz

10ﬁ5k§r rok. NUKIB o ton byl obnoven po &tyfech tydnech.

More than 22 million people
2021 so far — a jump of abou

new report.

= Psychiatricka nemocnice v Kosmonosech

Masledoval Otok na psychiatrickou nemocnici, ktery probé&hl jen o nékolik mélo dnd pozdéji. 27, biezna dodlo k
=8 ransomwarovemu Utoku, ktery s nejvétsi pravdépodobnosti zneuZil slaba, nedostatecné zabezpetena mista na
LEH crverech. Utoénici se v takovém pfipadé piihlasi, vypnou v zafizeni bezpefnostni feSeni a ruéné spusti Skodlivy kad,

|eni ze zafizeni zaifruje viechny dostupné lokalni a sitove disky. Takovy Otok neni nijak naroény a jde s nejwétsi
~—
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Kriticky zneuzitelné Potreba okamzitej reakcie
zranitelnosti

Posudenie

schopnosti

dopadov pri
realizacii rizika

Zneuzitelné zranitelnosti su
zretazené s kompromitaciou
Zneuzitelné zranitelnosti 2-3% osobnych udajov, nespravnou
konfigurdciou a /alebo
defaultnymi nastaveniami

Potvrdenie
zneuzitelnosti

cve || cve || CVE| | CVE |
CVE v CVE——(VE CVE
cve [ ¢ v ¢ " J) que Identifikované zranitefnosti (CVE = Common Vulnerabilities and Exposures)
CVE CVE CVE] CVE CVE [VE

CVE CVE | | CVE | CVE
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t 16% Security Risk Gap 235,000

Assets

197,560
Jedinym vierohodnym SRS
zdrojom informacii o
procesoch v sieti je siet’
samotna

Zero Agents

No single tool with
more than 100k assets

50,000 50,000

Assets Assets

Windows Defender Agents CrowdStrike Combining 32 <) FORESCOUT
Agents Separate Tools '
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i o S AmbiCom-Device
CHZANRT0E Apple-Device
OEEOE*E06ES  Asus-Device

OonOE 425025 Dell-Device

Carefusion Infusion Purmp Base Station

: Medical Worlsstation

ﬂ ]

: Medical Worlsstation

o

. EIDI““EW Vienarer

F—

o

O02*5*6*06772 HF-Device
Oo08s* a0 IBM-Device
OO0 42229008 IMSIDE-Technology-Device

!—-—:]DIECW Imager

W O] IR I E

Lt Medical Worlksstation
RT3

.[_l

L3 . .
I"?T' Medical Worlksstation

MAC address
IP address
DNS response
Threat ID
HTTP/2

App Header
App payloads

Customer 1 Customer 2 Customer ...
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Dashboard

Last 90 Days™~  All Sites v

Assets

11  Recently Discovered

M 1652 Medical Device
Bl 930 IoMT

M 5864 IoT

M 11K+ User Endpoint
214  Server

M 1217 Network Device

Top Assets By Type

View all

\ L/
x ' A915

21181 A578

Assets

467
VLANs

5 5195  Workstation 4592  Generic User Endpoint
82 3848 1P Phone & 1272 Thin Client

B 742 Printer 642 Wearable Communicator
'62 561 Access Point % 498 Pump Controller

&l a20 Generic Network Device 20 375 Infusion Pump

& 373 Set-Top Box > 286 Generic loT

o 234 Camera & 211 Smart Phone

F 147 Generic Imaging B 128 Label Printer

Risks

Top Risks By Vendor

Cisco 4920
BD 578
HP 4087
Hospira 373
Dell 1836
Alerts

Severity Distribution
A High A Medium

6000
5000
4000
3000
2000

1000

A1l

A 4390

A 352

A2

Top Risks By Type

%L  PumpContro.. 498 A 498

L2 Workstation 5195
%[ InfusionPump 375 A 355

LJ  Thin Client 1272

Alerts By Type & Subtype

IP Phone 3848 A2

ali

04/01/2020 12:25

View all

Q



o e e s 7

@ Cyber Risks All Time v Search devices, device type, etc. A

Vulnerabilities

Cases by Risk

. Group by Case

137 Medium

275 83 Low

Cases | 50 High
0 Cases Selected

Risk ¢ V¥ Case Score

94
%
03
03
igh 90
86
86
86
85
85

Limb

Q8

Y

Case Risk by Category

90
80
70
60
50
40
30
20
10

0

Medical Device

Case ID
V-000200
V-000022
V-000011
V-000040
V-000002
V-000003
V-000004
V-000008
V-000032

V-000033

\/_.nNNn1a7

User Endpoint

Vulnerability... Y

ACCESS:7

Microsoft RDP Vulner...

MDhex-Ray

CVE-2019-0736

Ripple20

Ripple20

NAME:WRECK

ICSA-19-211-01

CVE-2017-6738

CVE-2017-6739

C\AE_IN1T_ARTAA

1K You are screen sharing

loT Server

Description

A bundle of Vulnerabilities affecting t..

A bundle of BlueKeep and DejaBlue Vulnerab...

Affected modalities are deployed with defaul...

This device is possibly exposed to a memory ...

A bundle of vulnerabilities caused by improp...

A bundle of vulnerabilities caused by improp...

A bundle of vulnerabilities on DNS/DHCP im...

This device is exposed to the 'URGENT11' vul...

The Simple Network Management Protocol (...

The Simple Network Management Protocol (...

Tha Cimnla Nahunrl Mananamant Deatarcal |

loMT

[[] Include Resolved (0)

Vulnerabilities

., m Stop Share

Network Device

[2 Export v

Compliance
46
New Cases
1087

®
Threats
|

Total Affected Assets

Columns v

Y Reset Filters

Asset Group Y

Sysmex | Lab Machine

Siemens | CT

GE|CT

Siemens | CT

Baxter | Infusion Pump

DigiBoard | Terminal Server

BD | Pump Controller

BD | Pump Controller

Cisco | Switch

Cisco | Switch

Cicrn | Quitrh

Equipment Function ¥

5: Analyt...

6: Diagn...

6: Diagn...

6: Diagn...

9: Thera...

8: Thera...

8: Thera...

208

32

146

146

112

112

Affected...

Resolv

0/7

0/3

0/1

0/1

0/104

0/16C

0/14€

0/14€

0/112

0/112

ni1n



Compliance Issues

Case by Issue Type

2K

@ Cybe r R i S ks All Time v Search devices, device type, etc. b

. Group by Case

Case Risk by Category

W),
| 11 Outdated Software Version
2 9 B 6 EndofSupport OS
Cases 4 Default SNMP Community String
L 4
0 Cases Selected
Risk ¢ ¥ Case Score Y Case ID
81 C-000021
60 C-000024
60 C-000001
47 C-000018
46 C-000030
46 C-000008
46 C-000031
45 C-000025
45 C-000010
30 C-000014

r_nnnnnNz

16
14
12
10

8

oN A~

Medical Device

Issue Type Y

Default Credentials

End of Life OS

Qutdated Software V...

Default Credentials

Asset on Guest Netw...

Deprecated Protocol ...

End of Life OS

Deprecated Protocol ...

Qutdated Software V...

Qutdated Software V...

MNitAdatad CAfbhuarara \/

L 3 You are screen sharing

User Endpoint loT Server

Description

These assets are configured with default cre...

Operating system is no longer supported.

These assets are running outdated software ...

These assets are configured with default cre...

These medical devices were seen communic...

These assets use deprecated protocol versio...

Operating system is no longer supported.

These assets use deprecated protocol versio...

These assets are running outdated software ...

These assets are running outdated software ...

Thaea aceate ara riinnina Anitdatad eafhararva

loMT

D Inclu

Vulnerabilities

(] | Stop Share

Network Device

de Resolved (0)

[? Export ~ Columns v

®

Threats 0

Compliance

0
New Cases (i )

1546
Total Affected Assets

Y Reset Filters

Asset Group Y

GE | ECG

Axis | Camera

BD | Syringe Pump

Axis | Camera

BD | Pump Controller

Siemens | CT

GE|CT

HP | Workstation

Siemens | CT

Cisco | IP Phone

BN | Diman CAntrallar

Equipment Function Y

6: Diagn...

9: Thera...

8: Thera...

6: Diagn...

6: Diagn...

6: Diagn...

0. Thava

1tarme nar nama: &N

Affected... Resoly,
18 0/18
112 0/112
101 0/101
1 0/1

1 0/1

1 0/1

1 0/1

1 0/1

1 0/1
392 0/39:
114 n/i114a

1 _ 209 ~f 2Q



Host Details

Profile Compliance All Policies Policy Actions

Search Q
Classification
General

User

Network Access
Security
Classification Details

More

IPv4 Address: 192.168.155.6 Domain: WORKGROUP Operating System: Windows XP
MAC Address: 000b59c465a4 Function: Medication Dispensing System
Vendor and Model: ScriptPro

General
IPv4 Address: 192.168.155.6
Admission: ¥ 4 Offline host became online
¥ 4 DHCP Request
V 4 New Host
DNS Name: + medstation-e5dc95
Linux Manageable (SecureConnector): No
MAC Address: L 000b59c465a4
Is behind NAT/SASE: No
NetBIOS Domain: + WORKGROUP
NIC Vendor: SCRIPTPRO, LLC
Open Ports: + 80/TCP
+ 104/TCP
£ 135/TCP
- 137/UDP
+ 161/UDP
* 8080/TCP
0S Class (Obsolete): Windows Machine
OS Fingerprint. + Windows XP Professional Service Pack 3
Windows SecureConnector Deployment Type: None
Windows SecureConnector Systray Display: None
Windows SecureConnector Version: None
Windows Manageable Domain: No
Windows Manageable Domain (Current): No
Windows Manageable SecureConnector: No

Network Function:
User

Logged In Status:
Network Access

Switch IP/FQDN:
Switch IPIFQDN and Port Name:
Switch Port Configurations:

Windows Machine

Notlogged in

192.168.155.1
192.168.155.1:Gi0/38
pae authenticator

ali

Q



Host Details

Profile Compliance All Policies Policy Actions

=
|52l

Search Q
Classification

General

User

Network Access

Security

Classification Details

More

IPv4 Address: 192.168.155.6 Domain: WORKGROUP Operating System: Windows XP
MAC Address: 000b59c465a4 Function: Medication Dispensing System

Vendor and Model: ScriptPro
AV Network Access

Switch IP/FQDN:
Switch IP/FQDN and Port Name:
Switch Port Configurations:

Switch Port Name:
Switch Port PoE Connected Device:

Switch Port PoE Power Consumption:

Switch Port VLAN:
Switch Vendor:

WLAN Client Connectivity Status:

Security

Last Reported 10C:
Low Severity:
Medium Severity:
High Severity:
Critical Severity:

SIEM Message:

Classification Details

Vendor Classified By:
Class Vendor Classified By:
Matched Classification Profiles:

+ + + + + + +

% %% %S

192.168.155.1
192.168.155.1:Gi0/38

pae authenticator

snmp trap mac-notification
switchport mode access
Gi0/38

IEEE PD

2176
50
Cisco

No

10/13/21 5:41:00 PM
4/19/22 8:15:10 AM
3131122 3:57:24 PM
10121121 3:47:32 AM

alert_syslog: host=10.100.10.105:514, Facility:Cisco ASA Priority:1 Options:No Action
alert_syslog: host=10.100.10.105:514, Facility:Fortinet Priority:4 Options:No Action
alert_syslog: host=10.100.10.105:514, Facility:InfoBlox Priority:10 Options:Port Block
alert_syslog: host=10.100.10.105:514, Facility:LogRythm Priority:8 Options:HTTP Notification
alert_syslog: host=10.100.10.105:514, Facility:Snort Priority:1 Options:No Action

Show more

CounterACT Device Classification Engine

Device Profile Library
ScriptPro

Windows XP Professional
Windows XP Professional SP3
Windows XP_1

Windows_1

ali

Q



Host Details

Profile Compliance

Search Q
Classification
General
User
Network Access
Security
Classification Details

More

All Policies Policy Actions

IPv4 Address: 192.168.155.22 Domain: WORKGROUP Operating System: Unknown

MAC Address: c400adbdd6d2 Function: PACS System

Vendor and Model: Advantech

A

v

Classification

Function:
Operating System:
Vendor and Model:
Class Vendor:

General

IPv4 Address:
Admission:

DNS Name:

Linux Manageable (SecureConnector):
Linux Manageable (SSH Direct Access):
MAC Address:

Is behind NAT/SASE:

NetBIOS Domain:

NIC Vendor:

Open Ports:

Windows SecureConnector Deployment Type:

Windows SecureConnector Systray Display:
Windows SecureConnector Version:

Windows Manageable Domain:
Windows Manageable Domain (Current):
Windows Manageable SecureConnector:

User

Logged In Status:

+ + + +

+ 1918

ES

+ + + + +

PACS System
Unknown
Advantech
Advantech

192.168.1565.22
Offline host became online

DHCP Request
New Host
ultrasound-e5ea34

No
No
c400adbdd6d2

No
WORKGROUP

ADVANTECH TECHNOLOGY (CHINA) CO., LTD.
80/TCP

104/TCP
161/UDP
443/TCP
8081/TCP

None
None
None
No
No
No

Notlogged in

ali

Q



Host Details

Profile Compliance All Policies Policy Actions

Search Q

Classification
General

User

Network Access
Security
Classification Details

More

IPv4 Address: 192.168.155.22 Domain: WORKGROUP Operating System: Unknown
MAC Address: c400adbdd6d2 Function: PACS System
Vendor and Model: Advantech

A Vv User

Logged In Status: Notlogged in
Network Access
Switch IP/FQDN: + 192.168.155.1
Switch IP/FQDN and Port Name: 2 192.168.155.1:Gi0/30
Switch Port Configurations: + dot1x port-control auto
% pae authenticator
snmp trap mac-notification
+ snmp trap mac-notification added
Switch Port Name: - Gi0/30
Switch Port PoE Connected Device: . 2 IEEE PD
Switch Port PoE Power Consumption: 2176
Switch Port VLAN: 50
Switch Vendor: + Cisco
WLAN Client Connectivity Status: No
Security
Last Reported I0C:
Low Severity: 10/13/21 5:41:00 PM
Medium Severity: 4/19/22 8:15:10 AM
High Severity: 3/31/22 3:57:24 PM
Critical Severity: 10/21/21 3:47:32 AM
SIEM Message: ¥ 4 alert_syslog: host=10.100.10.105:514, Facility:Cisco ASA Priority:1 Options:No Action
¥ 4 alert_syslog: host=10.100.10.105:514, Facility:Fortinet Priority:4 Options:No Action
V4 alert_syslog: host=10.100.10.105:514, Facility:InfoBlox Priority:10 Options:Port Block
¥ 4 alert_syslog: host=10.100.10.105:514, Facility:Security Priority:3 Options:No Action
Classification Details
Vendor Classified By: CounterACT Device Classification Engine
Class Vendor Classified By: Device Profile Library
Matched Classification Profiles: Advantech

Advantech PACS Server
Function Classification Source: Device Profile Library

ali

Q



¢ GEVCT

CT

© 10.104.131.253

h Site Hospital3

MDS2

Quarantine Group

Asset Attributes /

Category
Type
Vendor
Model

Equipment Function

Classification Fidelity
MAC

Location

Serial Number
Asset Tag
Criticality

FDA Classification
Last Seen

First Seen

Last Vendor Access
Last Scan Time
Last Queried by

CyberMDX

Taas 2~

Medical Device

CcT

GE

LightSpeed VCT

6: Diagnostic - Other Physiological
Monitoring

High

18:60:24:88:EF:29

Hospital3 > Building C > Floor 4 >
Room 412

22558

Critical

Class Il

04/19/2022 18:07

12/24/2021 14:06

04/19/2022 12:01

Risk Assessment

93 (Critical

CMDX Score

Device
Criticality
PHI

Recalls @

Take Action

Al Device Level

Blocklist

Disabled v

Risk Reduction

Reduce Attack Surface

Network Context

Critical
Yes

Yes (10)

Network Level

o

L

You are screen sharing

Overview

PN

Network Analytics Cyber Risks Recalls

. )| m Stop Share

%

1 Vulnerabilities 1 Threats 1 Compliance Issues
Software Mitigations Network
Outdated Version @ Yes Endpoint Protection VLAN Type MD Only
Default Credentials Managed © No Internet Connection Yes
Known Vulnerabilities @ Yes Threats Detected © Yes
A
Perimeter Level
Allowlist o Update OS - Linux ker...
Disabled v To Do v
Risk Reduction Risk Reduction
Reduce Attack Surface 1x
A

IP 10.104.131.253
VLAN 20

Subnet Name Hospital3
Connection Type Wired LAN

MAC 18:60:24:88:EF:29

NIC Vendor HP

Binding Expiration Ti...

Binding Source



®

4+ GEVCT Overview Network Analytics Cyber Risks Recalls 0

Risk Criticality Critical | Site Hospital3 = Vendor GE | Model LightSpeed VCT | Type CT | IP 10.104.131.253 = MAC 18:60:24:88:EF:29

L ¢ You are screen sharing . )| m Stop Share

Take Action v
Vulnerabilities Compliance
Vulnerabilities 2 active Sh

: 5 s X
Selected filters agiected 0 Assi 5% Create Ticket v [ Resol
ssign v reate licket v esolve
MDhex-Ray 2
CVE Y Vulnerability Gro... Risk Description

Part of Case V-000011 (with O other affected assets)

CVE-2020-25179 MDhex-Ray Proprietary GE managen

SISO Active | CVEs / CVSS Score

CVSS Score 9.8 |Cr

CVE-2020-25179 9.8

Confidence Medium
First Seen 12/26/2021 12:59

Dwell Time (Days) 114

Description
Assignees Not Assigned

Proprietary GE management software found on multiple GE Radiology modalities was discovered by CyberMDX
to contain weak default credentials, publicly available on the internet. Successful usage of those credentials by

¢OAdd Note an attacker might expose sensitive data — such as PHI — or could allow the attacker to run arbitrary code, which
might impact the availability of the system and allow manipulation of PHI.

Components

Exploitable Ports

21)(22) (23] (512

Recommendations

Read the full advisory by CISA.

Contact GE Healthcare support and request that the credentials will be changed for all affected devices.
For all affected devices, implement a network access policy that restricts the following TCP ports to only be
available for GE maintenance servers: 21, 22, 23, 512.

tarme nar nana: &N 1 _1n~F1
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¢+ GEVCT Overview Network Analytics Cyber Risks Recalls 0

Risk Criticality Critical ~ Site Hospital3 = Vendor GE = Model LightSpeed VCT = Type CT  IP 10104131253 = MAC 18:60:24:88:EF:29

L § You are screen sharing ] m Stop Share

Take Action v
Vulnerabilities Compliance
Compliance Issues 2active o . Show
filt Selected
Selected ers —— End of Life OS 8Assignv = Create Ticket v [ Resolve
Issue Type ¥ Risk Description R .
Part of Case C-000031 (with 0 other affected assets)
End of Life OS Operating system is no longer supported l
status (SO0 Description
Risk Score 6 Operating system is no longer supported

Confidence High
First Seen 12/29/2021 08:32

Take Action
Dwell Time (Days) 111

Assignees Not Assigned Update OS - Linux ker

To Do v
¢>Add Note

Risk Reduction
1x

Recommendations

Close unnecessary ports and limit access.
Consider upgrading the OS.

Components

Hame nar nama: BN 1 _1~fF1
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¢« X-ray Mobile E (Quarantined) Overview  Network  Analytics  CyberRisks  Recalls
k | High Crit ty High te Hospitald Ve Carestream M DRX-REVOLUTION Type X-ray Mobile 10.11.1255 MAC 3CA9F4.99.19.CE
Take Action A

All Device Level Network Level Perimeter Level

Allowlist o Blocklist o Update Software 2
Disabled ~ Disabled ~ Recommended To Do ~
Risk Reduction Risk Reduction Risk Reduction
9x | Critical | +9More 9x | Critical | +9More 1x Mritical |
Vulnerabilities Compliance
0 Vulnerabilities Selected (] Indlude Resolved (0) Y Filter (1) (2 Export~ Columnsv X Reset Filters
CVE V Vulnerability Group V Risk Description RiskStatus Y CVSSScore & V Risk Dwell Time (Days)
CVE-2021-44228 Log4j vulnerabilities Apache Log4j2 2.0-beta¥ through 2150 (e m 10 ] Critical | 218
CVE-2022-23305 CVE-2022-23305 By design, the JDBCAppender in Logdj 1.2 [ Active | v.8 | Critical 218

CVE-2019-17571 CVE-2019-17571 Included In Log4j 1.2 is a SocketServer clas [ Active 9.8 [ Critical 218
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Threats of Interest O 10 Most Exploitable Vulnerabilities O

- (SU R e im | cvss | (PS5 (DY) MBACTID DEWCES
e e, S ol
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e— e
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06 W-2018102 Azp e Satan Welk s coze svanron Ll as! %
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2 = oo — o = — V20108 Cracalslansungsanted 10 Q "™
V-2010-7 )84 Sege X commang sxeamee > 532 ™
=13 V2018512 Apo e latan Wenhis coe scanEon (1 0 ™
@ LogaSrell @PrintNightmare @ Project Memoria W-3017-0629 Crace Sun Tys2ems Solans Kerne' inepechiec TR ™
Most Concerning Vulnerabilities (High CVSS/EPSS) - IT O Most Concerning Vulnerabilities (High CVSS/EPSS) - loT O
tviw Vi T oS | 1P501) | IMPACTID DIVICES i < tm | cvss | P45 (0 MBALCTID DIVCES
S$L00 DM verfiow. 8 057 0 % 2N COMMOTHiy FoUteason LPnP spedfoatenu. ) as oS
o 105 o 5 105 X OMF 2040 execm0n 0 © Buter ove T
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Crace loant unpent e ) ¢ At P L ameras A0t sE0Em ane 1as o " )

J

Most Concerning Vulnerabilities (High CVSS/EPSS) - OT O Most Concerning Vulnerabilities (High CVSS/EPSS) - loMT ©
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Discover all devices Rich Context with High Fidelity Leverage insights

Inventory of all connected cyber assets with | Manufacturer | Model | MAC | IP | Serial Derived from tens of millions of assets across
the industries most robust choice of 30+ Number | Firmware, OS| Software | Location many of the world's largest companies heavily
techniques, without agents or disruption | Vulnerabilities | Recalls | Traffic Analysis | targeted by threat actors

Threat Detection | Risk Assessment |

<) FORTSCOUT.

1,833 032 1,206,720 424,656 120,672

CPERATING 37ITE "

PNy, o g W - . ;s _u . . ,
‘_ h B oy EE - Globalne informacie o pripojenych
g Wi zariadeniach

DIVICES AT HodH RISK HIGHEET RITH 1P CAMERAS

- PIny kontext v jednej platforme

214

- Kontinualne aktualizované informacie
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MOZNOSTI OTESTOVANIA (PoC)

1. Instalacia technoldgie v realnej sieti

PCAP

3. Pasivna cesta — zoznam zariadeni loMT, ku ktorym by boli
priradené aktualne zranitelnosti

N
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Kriticka zranitelnost’ Fortinet — R
Oznamenia a varovania Varovanie
9. oktdbra 2022 Registracia
V produkte FortiOS a FortiProxy sa nachadza zranitefnost, ktord méZe umoZnit’ vzdialenému a neoverenému Utoénikovi obist’ Achilles

autentifikaciu administraéného weboveého rozhrania.

Opis éinnosti:

> Aktuality

CVE-2021-40684 (CVSSv3 9.1)

Obidenie autentifikacie pomocou alternativnej cesty alebo kandla vo FortiOS a FortiProxy mdZe umoZnit neoverenému Gtoénikovi vykonavat operacie na 22. septembra 2022

administraénom rozhrani prostrednictvom Specialne wytvorenych poZiadaviek HTTP alebo HTTPS," vysvetluje Fortinet v dnes vydanom bulletine Mesacna sprava CSIRT.SK — August
zakaznickej podpory. 2022
Zranitefné systémy: 9. septembra 2022

FortioS: 7.0.0 do 7.0.6/7.2.0 do 7.2.1 Mesacny prehlad kritickych

FortiProxy: od 7.0.0 do 7.0.6 a 7.2.0 zranitelnosti august 2022
Opravena verzia: 7.2.2 15. augusta 2022
Mesacna sprava CSIRT.SK — Jul

Zavainost zranitefnosti: Kriticka
2022

MoZné kody:

« Kompromitacia firewallu Fortinet . . .
« Vzdialené vykonavanie kédu O) Oznamenia a varovania

« Kompromitacia siete organizacie
L 9. oktdbra 2022
Odporucania: Kriticka zranitelnost Fortinet
V ramci prevencie Utokov odpor(Zame skryt administratorsky portal za VPN a aktualizovat firmvér na opraven( verziu.
9. oktdbra 2022
Odkazy: Zavazné zranitefnosti vo firmvéri

y ) ) P BIOS na zariadeniach Lenovo
httos://cwe. mitre_ora/data’/definitions/88 _html
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Opatfeni pro zabranéni nebo zmirnéni dopadul kybernetického bezpecnostniho incidentu v souvislosti s obsahem varovani

1.1 Zakladniinformace k doporu¢enym tkonlm uvedenym ve varovani

1.1.1

1.1.2
113

114
1.1.5
1.1.6

Mimoradné upozornit uzivatele o hrozbach spear-phishingu a pripojit vyzvu, aby se uzivatelé, kteti v poslednich dnech otevreli podezielé prilohy, obratili na spravce infrastruktury a dale
upozornit uZivatele na moznost ,maskovani” spustitelnych souborl v phishingu, napf. ,,obrazek.png.exe”, ,text.txt.exe”, ,dokument.pdf.exe” apod.

Zabranit pomoci centralniho nastaveni spousténi aktivniho obsahu a maker, zejména v .doc a .docx dokumentech

OkamZité zablokovat vzdalené pristupy do infrastruktury a zablokovat oteviené sluzby do verejné sité, vyjma téch nezbytné nutnych (verejné IP rozsahy Ize zkontrolovat v dostupnych
vyhledavadich zafizeni pripojenych do sité a zjistit tak i historicky oteviené ¢i zapomenuté porty, nebo sluzby dostupné z verejné sité)

OkamZité vytvorit offline zadlohy a postupovat v zdlohovani dle dlleZitosti dat v organizaci

Zkontrolovat konzistenci jiz vytvorenych zaloh

Aktualizovat antivirové reseni v infrastrukture

1.2 Dalsi doporuceni, ktera lze provést pro zabranéni nebo zmirnéni dopadd kybernetického bezpecénostniho incidentu

121
1.2.2
123
1.2.4
1.2.5
1.2.6

1.2.7

1.2.8

1.2.9

1.2.10
1.2.11

V ramci systému provést zménu hesel u privilegovanych uctd. Pfekontrolovat a popripadé nastavit vhodnou politiku pro vyuZziti privilegovanych acta.

Ovérit a zajistit, Ze systém zaloh je od ostatnich systémU oddélen tak, Ze ani ziskani nejvyssiho opravnéni k systému, ktery je zdlohovan, nemuize umoznit smazani zaloh.

Zamezit pristup a propojeni mezi systémy daleZitymi pro zajisténi fungovani organizace a systémy nebo sitémi, které nejsou dlleZité pro poskytovani sluzeb nebo bezpecnost systému.
Zkontrolovat segmentaci sité a fizeni provozu mezi segmenty, situaci vyhodnotit a pfijmout nezbytna opatreni k zajisténi alespon elementarni segmentace.

Zvazit aktualizaci vSech pouzivanych systéml, za podminky, Ze bude takova aktualizace otestovana. Pokud je aktualizace otestovana a funkéni, tak ji provést.

Provérit platné plany kontinuity ¢innosti a havarijni plany souvisejici s provozovanim systému s cilem ovéfrit jejich platnost, G¢innost a pouZitelnost zejména s ohledem na moznou
nedostupnost téchto systému.

Zajistit uchovani pland kontinuity ¢innosti a havarijnich plana souvisejicich s provozovanim systému oddélené od systémd, pro které jsou tyto plany zpracovany (napr. na oddéleném
pamétovém médiu, v tisténé podobé, apod.).

Pokud plany kontinuity ¢innosti a havarijni plany souvisejici s provozovanim systému nejsou aktualni ¢i nebyly zpracovany, zpracovat tyto plany alespon pro nekritictéjsi systémy dulezité
pro poskytovani sluzeb.

Nemazat jakakoliv data o kybernetickém bezpec¢nostnim incidentu bez svoleni Policie CR nebo NUKIB, a poucit o této povinnosti véechny administratory a véechny relevantni
bezpecnostni a IT (provozni) role.

Pouze pro poskytovatele zdravotnich sluzeb: Vyélenit komunikacni sit Iékafskych pfistroji — modality (napf.: CT, rentgeny), od zbytku sité.

Obecnd doporugeni NUKIB pro administratory

https://www.nukib.cz/cs/uredni-deska/
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Dakujem za pozornost



