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VIACUROVNOVE ZABEZPECENIE

MDR
sluzby

XDR
Detekcia a Reakcia

ESET Inspect

Analyza v cloudovom
sandboxe

ESET LiveGuard Advanced

XDR platforma
Viacvrstvova ochrana na
vsetkych platformach

ESET PROTECT



pROTECT CLOUD Cd= Com puter Name

== DASHBOARD Advanced Threat Defense (90-day trial)
ESET is aware of the heightened threat environment connected to the cyberattacks in Ukraine and is now offering a 90-day trial of an Advanced Threat Defense component called ESET
Dynamic Threat Defense to all new and existing customers using ESET PROTECT Cloud management console. To activate this component go to ESET Solutions section in the main menu.
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VIACUROVNOVE ZABEZPECENIE
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Cyberattacks in Ukraine



Cyberattacks in Ukraine

deployed

24 Feb 2022

23 Feb 2022 |

Russian invasion
of Ukraine

Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine
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Cyberattacks in Ukraine

deployed

24 Feb 2022
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of Ukraine

Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine



Cyberattacks in Ukraine
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deployed deployed
14 Jan 2022 24 Feb 2022
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WhisperGate Russian invasion
attacks of Ukraine
IsaacWiper
deployed

Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine
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Cyberattacks in Ukraine
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Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine



Cyberattacks in Ukraine
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Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine



gov.ua Dég <> Jliopsam i3 nopylueHHAM 30py

I [epxasHi caitn Ykpaiiu
KoMaHpa ¢dyHKLioHYe B
cknagi Jepxcneuss'asky CERT-UA

Computer Emergency Response Team of Ukraine

MNMpo CERT-UA | Hoeunu | PexkomeHgauii | 3s'sxitbcs 3 Hamm | KoHTakTm A Y | | Q lMNMowyk | @B InEnglish |

[onosHa HosuHu

Kibeparaka rpynu Sandworm (UAC-0082) Ha 06’ekTn

eHepreTukn YKpaiHM 3 BUAKOPMUCTAHHAM LWKigNNBUX

nporpam INDUSTROYER2 ta CADDYWIPER (CERT-

UA#4435)

3aransHa iHpopmauis 3a Temoro «LLUM3»

YpsiLoBOIO KOMaHOK pearyBaHHs Ha koMn'toTepHi Hap3su4ainHi nogii Ykpainn CERT-UA BxuTto




Ukrainian energy firm on Friday. CERT-UA says that the attack was successfully
detected in progress and stopped before any actual blackout could be triggered. But an

Review today, stated that power had been temporarily switched off to nine electrical
substations.

Both CERT-UA and ESET declined to name the affected utility. But more than 2 million

people live in the area it serves, according to Farid Safarov, Ukraine's deputy minister of

energy.

"The hack attempt did not affect the provision of electricity at the power company. It
was prompily detected and mitigated,” says Viktor Zhora, a senior official at Ukraine's
cybersecurity agency, known as the State Services for Special Communication and

nformation Prote o : e intended disruption was huege.” Asked abc
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A Threat removed

A threat (Eicar) was found in a file that ‘j Notepad tried

to access,
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Co je XDR (ESET Inspect)?

Co sa deje? Asi ide o kyberneticky utok.

Ako sa to zacalo? Nie sme si isti.
Kde sa to zacalo? Nie sme si isti.
Kedy sa to zacalo? Nie sme si isti.
Co to obsahuje? Nie sme si isti.
Ako tomu vieme predist? Nie sme si isti.

XDR Vam umoznuje odpovedat na tieto otazky
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S podporou XDR - ESET Inspect
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PROTECT & INSPECT cLoup

rar.exe
PE: Command line RAR
Select Tags

SHA-1 3D42B2C8CHATCEBADD2Z99BD981643FACE... l:l

Signature type Trusted

Signer Name win.rar GmbH

Seen on | computer

First Seen 16 days ago - Mar 28, 2022, 1:29:04 PM

Last Executed 16 days ago - Mar 28, 2022, 1:56:41 PM

'Ij:ll Events

] o > Esans > e > > >

1 Details '[:l' Aggregated Events A Detections '[:1' Raw Events E‘ Loaded Modules (DLLs) Scripts

ESET LiveGrid®

Reputation
Popularity

First Seen 2 years ago

cl cll-it.esetdemo.local

Parent Group Desktops
Last Connected 11 hours ago - Apr 13, 2022, 1:37:01 AM
o
9 g:o Last Event 11 hours ago - Apr 13, 2022, 1:36:26 AM
ooo ESET Inspect Connector  1.7.1909
File Version
4 05 Name Micresoft Windows 10 Enterprise
08 Version 10.0.19044,1645
Process rar.exe (B480)
Con nd Li a -dw -epl -inul -r -ai -y -ed -ibck -m@ -pflagC_psswrd "\Users'\Administrator\Documents
mma ine “wtrace_flagB_28-mar-22-13_56_41.rar"” "\Users‘\Administrator\Documentsitrace.log"
Path FaTMP Sehwinrar',
Started 16 days ago - Mar 28, 2022, 1:56:41 PM
Ended 16 days ago - Mar 28, 2022, 1:56:41 PM
Parent process crmd.exe (368)
First dropper Tzg.exe (10992)

+ D*smss.exe[520)
+ D*winlogon.exe(sga
- D- userinit.exe (5200)
+ t> explorer.exe (5244)

A\ wscriptexe (1156)

- D)

A RAR encrypts and deletes files [B0501]
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Preco XDR?

* pokrocilé pretrvavajuce utoky (APT)
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* phishingové utoky
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‘ndE'[data-toggle:"tab"] )
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'click.bs.affix.date»a i"' .

* hrozby priamo zvnutra organizacie e
* prevadzkovatelia zakladnych sluzieb

» zakon ¢€.69/2018 Z.z. o kybernetickej

bezpecnosti



Moznosti riesenia

Incident Management System
Verejné API
Indikatory kompromitacie

Oznacovanie (Tag)

Nasadenie v cloude aj on-premise

Multiplatformové riesenie



BLEEPINGCOMPUTER

VIRUS REMOVAL GUIDES ~

Home > News > Security > LockBit 3.0 introduces the first ransomware bug bounty program =

LockBit 3.0 introduces the first ransomware bug bounty program

By Lawrence Abrams June 27, 2022 1:00 AM 0

LOCKBIT 3.0

$1,000-$1,000,000

The LockBit ransomware operation has released 'LockBit 3.0," introducing the first ransomware bug
bounty program and leaking new extortion tactics and Zcash cryptocurrency payment options.

The ransomware operation launched in 2019 and has since grown to be the most prolific ransomware
operation, accounting for 40% of all known ransomware attacks in May 2022.

Over the weekend, the cybercrime gang released a revamped ransomware-as-a-service (RaaS) operation
called LockBit 3.0 after beta testing for the past two months, with the new version already used in
attacks.
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Potencialne problémy

s o op B

Komplexnost Viacero Nedostatok Obmedzeny cas na
WERJE] upozorneni kvalifikovanych IT monitorovanie
Specialistov hrozieb v XDR

®
@ eT Digital Security
Progress. Protected.



Problémy vyriesené vdaka MDR

B B & O

Komplexnost nastroja Viacero upozorneni Nedostatok Obmedzeny cas na
kvalifikovanych IT monitorovanie
Specialistov hrozieb v XDR

®
@ eT Digital Security
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Zakaznik

Podrobna sprava
o incidente
+ analyza

MANAGED DETECTION & RESPONSE

* PIne monitorovana bezpecnostna sluzba pre zakaznikov ESET Inspect.

ESET

1. Denné

@ monitorovanie
hrozieb u zékaznika @

/’41*

A

2. Chytat subory so
)

slabou reputaciou Q
m 3. Threat hunting +

izolovat postihnuté PC '

1. Blokovanie HASH
v El
2. Vycistenie postihnutych —

PC
3. Odoslanie reportu zakaznikovi

2!%?20

ANALYZA

slaba reputacia/
nepodpisané
subory

N\

@ Vysledok:
Malware
EXE




PROTECT & INSPECT

Incidents Gl

NAME (8) DESCRIPTION SEVERITY STATUS ASSIGNEE

Incident in detection: Dropped executable similar t.

Incident in detection: Dropped executable similar t...
Yf INCIDENTS Incident in detection: Suspicious Lol BaS Execution:...

Incident in detection: System Owner / User Discove.

Incident in detection: Windows Firewall rules mani..

potential unwanted apps downloa Employee misbe & On Hold ESET MDR Service

Incident in detection: Injection into trusted process... ESET MD Resolved IT Security

®
@ eT Digital Security
Progress. Protected.




ESET PROTECT MDR

esfD)

PROTECT
MDR

Platforma ESET PROTECT

Moderna ochrana koncovych
zariadeni

Zabezpecenie suborovych
serverov

Pokrocila ochrana
pred hrozbami

Sifrovanie celého disku

Ochrana e-mailovej
komunikacie

Zakladné komponenty

Ochrana cloudovych aplikacii

Detekcia a reakcia

Zabezpecenie SharePointu

Sifrovanie koncovych
zariadeni

v

Volitelnhé
riesenia

Overovanie

Doplnkova technicka podpora

ESET Premium Support
Advanced

ESET Deployment & Upgrade

Sluzby

ESET Security Services

e & &6 o6 o6 & & & e &S & e 0o o o

ESET Managed Detection &
Response

®
@ eT Digital Security
Progress. Protected.

Urychlite detekciu, kontrolu a napravu kybernetickych
bezpecnostnych incidentov s odbornymi znalostami ESET
Specialistov pomocou sluzby Managed Detection and
Response (MDR).

Rychla pomoc od spolocnosti ESET v ktorukolvek dennu
alebo no¢nu hodinu, vratane vikendov a statnych sviatkov

Jedinecné spravanie a detekcia zalozena na reputdcii, ktora
je plne transparentna pre bezpecnostné timy. Poskytuje
spatnu vazbu v redlnom case ziskanu z viac ako 100 miliénov
koncovych bodov v nasom LiveGrid.

VylepsSena ochrana pred ransomware a zero-day hrozbami
prostrednictvom cloudovej sandbox technoldgie.

eset

software



KATEGORIE SLUZIEB

PROFESIONALNE SLUZBY BEZPECNOSTNE SLUZBY

v RieSenie problémov s ESET produktami v" Analyza podozrivych suborov

v Prioritnd a garantovana technicka podpora (SLA) v' Pomoc pri reakcii na malvérové incidenty

v Instaldcia a konfiguracia ESET produktov v'  Bezpeénostnda podpora pre ESET Inspect

v' Kontrola nastaveni a odporuéania v' Threat monitoring / Threat hunting

®
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Progress. Protected.

software
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PROFESIONALNE
SLUZBY
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ESET STANDARDNA TECHNICKA PODPORA

STANDARDNA
PODPORA
ﬁ‘acsiz\é\:‘:;r?z)odpovede na kritické podla dostupnosti

~ s I-m- n o vn , .
i(ilacsi(d)gt;/ (;Bt)odpovede a zavainé bodfa dostupnosti

Casovy limit odpovede na bezné \ .
poiiagavky (€) P podla dostupnosti

, L 8:00 - 18:30
Dostupnost technickej podpory T e e
Kontaktné osoby na strane zdkaznika

obmedzené

®
@e-r Digital Security @
Progress. Protected.

software



Digital Security

ESET PREMIUM SUPPORT ADVANCED

Casovy limit odpovede na kritické
incidenty (A)

Casovy limit odpovede na zavainé
incidenty (B)

Casovy limit odpovede na bezné
poziadavky (C)

Dostupnost technickej podpory

Kontaktné osoby na strane zakaznika

Priorita v ramci telefonickych poziadaviek

Pocet Ziadosti opravnenych
na spracovanie v ramci prémiovej
podpory

Dedikovany Technical Account Manager

Prioritny pristup k podpore od
ESET vyvojarskych timov

Proaktivne informacné sluzby
ESET Deployment & Upgrade

ESET Healthcheck

Progress. Protected.

STANDARDNA
PODPORA

podla dostupnosti

podla dostupnosti

podla dostupnosti

ESET PREMIUM
SUPPORT
ESSENTIAL

2 hodiny

4 hodiny

1 pracovny den

8:00 - 15,3:30 . nepretrzite
len v pracovnych drioch
obmedzené neobmedzené
X
X obmedzené
X
X
X
X
X

ESET PREMIUM
SUPPORT
ADVANCED

2 hodiny
4 hodiny

1 pracovny den
nepretrzite

neobmedzené

neobmedzené

software



ESET PREMIUM SUPPORT ADVANCED

« zahrna ESET DEPLOYMENT AND UPGRADE

Sluzba ESET Deployment

-kompletna instalacia a pociatocna konfiguracia novo-zakupenych produktov ESET
-rozsah je vyspecifikovany v ponuke sluzby
-cielom je efektivne a spravne nasadenie

Sluzba ESET Upgrade

-aktualizacia a konfiguracia uz predtym nasadenych produktov ESET
-rozsah je vyspecifikovany v ponuke sluzby
-cielom je efektivne a spravne nasadenie novych verzii

®
@ eT Digital Security @
Progress. Protected.

software



ESET PREMIUM SUPPORT ADVANCED

e zahrna ESET HEALTHCHECK

Sluzba ESET HEALTHCHECK

-kontrola prostredia s nasadenymi ESET produktami
-celkoveé preskimanie integracie ESET produkov
-kontrola konfiguracii a nastaveni

-dokument s uzitocnymi radami a odporudcaniami
-cielom je dosiahnut optimalne fungovanie produktov

®
@ eT Digital Security @
Progress. Protected.

software



ESET )
BEZPECNOSTNE
SLUZBY
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ESET DETECTION AND RESPONSE ESSENTIAL

STANDARDNA DETECTION AND
AKTIVITA BEZPECNOSTNA RESPONSE
PODPORA ESSENTIAL

KATEGORIA
AKTIVIT

Malvér: nezachytend detekcia ano ano

Bezpecnostna Malvér: problém s liecenim ano ano

podpora T : ) : /
pre koncové Malvér: infekcia ransomvérom ano ano

zariadenia

Nespravna detekcia ano ano

VSeobecné: preskimanie podozrivého spravania ano ano

Zakladna analyza suborov ano

Vysetrenie

incidentov
a reakcia na ne Digitalna forenzna analyza

Podrobnd analyza suborov ano

ano

ano

XXX | X

Digitalna forenzna pomoc pri reakcii na incidenty

®
@e-r Digital Security @
Progress. Protected. software



ESET DETECTION AND RESPONSE ADVANCED

KATEGORIA
AKTIVIT

Bezpecnostna
podpora

pre koncové
zariadenia

Vysetrenie
incidentov
a reakcia na ne

Bezpecnostna
podpora
pre El

®
Digital Security

Progress. Protected.

STANDARDNA DETECTION AND

AKTIVITA BEZPECNOSTNA RESPONSE

PODPORA ESSENTIAL
Malvér: nezachytend detekcia ano ano
Malvér: problém s liecenim ano ano
Malvér: infekcia ransomvérom ano ano
Nespravna detekcia ano ano
Vseobecné: preskimanie podozrivého spravania ano ano
Zakladna analyza suborov X ano
Podrobna analyza suborov X ano
Digitalna forenzna analyza X ano
Digitalna forenzna pomoc pri reakcii na incidenty X ano
Technicka podpora — pravidla X
Technicka podpora — vylucenia X
VSeobecné: otazky tykajuce sa nastroja El X
El: pociato¢na optimalizacia X
El: ESET Threat Hunting X

(vyhladavanie hrozieb na vyziadanie)

DETECTION AND
RESPONSE ADVANCED

eset

software



ESET DETECTION AND RESPONSE ULTIMATE

DETECTION AND
RESPONSE ADVANCED

ano
ano
ano
ano
ano
ano
ano
ano

ano

ano

ano

kﬂf&?“m AKTIVITA REZPECNOSTNA
PODPORA
Malvér: nezachytena detekcia ano
Bezpecénostnd Malvér: problém s lieCenim ano
:... .: S DMaIvér: infekcia ransomvérom anp STANCD
. Nespravna det&léigvm'\ anp EEeEs
S reskimanie podozrivého spravania an
Malver: nezachytena detekcia
lyza suborov X
e e 0 Il\’\l/lzaal\é%rs(g)rroovblem s liecenim X
HENEa Malver: infekcia ransomvérom
nzna analyza X
nNzﬁgppgg\r/chdgrt’lerkecalicii na incidenty X
dgsé?g _ch)pa%:igraeskumame podozrivého spravania X
EERd palfzs sUborov X
Podrobnd analyza suborov
Bezpecno 0 tazky tykajuce sa bezpecnostného
podpac Digitalna forenzna analyza X
PTE 4 BigtiAaaAananzna pomoc pri reakcii na ipcidenty
2l flwigg podpora — pravidla y
#“é&%kﬁ?@%’&b%%”—'%)muéema
at Monitoring ARl p i |5
Bezpeénostné i& er%Bﬁpqqn)e. otazky tykajuce sa nastroja El X
i mtihlpl)gﬁ@é’gocna optimalizacia
yhlaB3kAribreasAtb)ting
fecio (vyhladavanie hrozieb na vyziadanie)

eployment & Upgrade

Digital Security
Progress. Protected.

DETECTION AND
RESPONSE ULTIMATE

ano
ano
ano
ano
ano
ano
ano
ano
ano
ano

ano

*El - ESET Inspect (EDR)



Svet sa meni a rovnako aj ESET

Cielené
Utoky XDR

RN emIls Detekcia spravania

Strojové ucenie
Ransomware

Bezsuborové Utoky N =X UEFI

\ E-ﬁ? =

Kyberneticka vojna
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