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1987 

Zrodenie NOD
pred 30rokmi

1992 

½ŀƭƻȌŜƴƛŜ 
ǎǇƻƭƻőƴƻǎǘƛ 

ESET

2002

tƻƪǊƻőƛƭł 
heuristika

1995

tǊǾŞ ŜȄǇŜǊƛƳŜƴǘȅ
ǎƻ ǎǘǊƻƧƻǾȇƳ ǳőŜƴƝƳ

IŜǳǊƛǎǘƛŎƪł 
aōŜƘŀǾƛƻǊłƭƴŀ ŘŜǘŜƪŎƛŀ

1998 

tǊǾŞ 
ocenenie
VB100

1997

!ƭƎƻǊƛǘƳȅ ǎǘǊƻƧƻǾŞƘƻ 
ǳőŜƴƛŀ 

ǇƻǳȌƛǘŞ Ǿproduktoch



2007

!ǳǘƻƳŀǘƛȊƻǾŀƴł 
detekcia

ȊŀƭƻȌŜƴł ƴŀ 5b!

2008

tǊƻƧŜƪǘ ȊŀƳŜǊŀƴȇ
na centroidy

2005

ThreatSense.net

Detekcia
ƴŀ ǵǊƻǾƴƛ 

DNA

2011

!ǳǘƻƳŀǘƛȊƻǾŀƴȇ 
ǎȅǎǘŞƳ ǊŜǇǳǘłŎƛŜ 
ǎǵōƻǊƻǾ ȊŀƭƻȌŜƴȇ 

naDNA

5ŜǘŜƪŎƛŀ ȊŀƭƻȌŜƴł 
na strojovom 
ǳőŜƴƝ

2012

Ochrana pred
ǎƛŜǙƻǾȇƳƛ ǵǘƻƪƳƛ

Exploit Blocker

2006

Algoritmus 
ƘǊƻƳŀŘƴŞƘƻ 
ǎǇǊŀŎǵǾŀƴƛŀ



2014

Ochrana pred 
botnetmi

ESET Shared Local 
Cache

2015

{ƛŜǙƻǾŞ ŘŜǘŜƪŎƛŜ

2018

ESET 
Enterprise 

InspectorςEDR

2013

CMPS/DNA Hash

tƻƪǊƻőƛƭł ƪƻƴǘǊƻƭŀ ǇŀƳŅǘŜ

/ƭƻǳŘƻǾȇ ǎŀƴŘōƻȄ

2017

KontrolaUEFI

Ochrana pred 
ǊŀƴǎƻƳǾŞǊƻƳ

2012

±ȇǾƻƧ ǎǘǊƻƧƻǾŞƘƻ 
ǳőŜƴƛŀ



2019

IƮōƪƻǾł ƪƻƴǘǊƻƭŀ ǎǇǊłǾŀƴƛŀ 

Kontrola vƛȊƻƭƻǾŀƴƻƳ ǇǊƻǎǘǊŜŘƝ 

tƻƪǊƻőƛƭŞ ǎǘǊƻƧƻǾŞ ǳőŜƴƛŜ 
ƴŀ ƪƻƴŎƻǾƻƳ ȊŀǊƛŀŘŜƴƝ 

DƭƻōłƭƴŜ ǇƻǎƪȅǘƻǾŀƴƛŜ 
ōŜȊǇŜőƴƻǎǘƴȇŎƘ ǎƭǳȌƛŜō 

preǾŜƯƪŞ ŦƛǊƳȅ 

2018

hŎƘǊŀƴŀ ǇǊŜŘ ǵǘƻƪƳƛ 
hrubou silou

2020



REAKCIA

tw95±N5!bL9 
HROZIEB

DETEKCIA

PREVENCIA



!ƴŀƭȇȊŀ Ǿ ŎƭƻǳŘƻǾƻƳ 
sandboxe

ESET LiveGuard Advanced

XDRplatforma
±ƛŀŎǾǊǎǘǾƻǾł ƻŎƘǊŀƴŀ ƴŀ 
ǾǑŜǘƪȇŎƘ ǇƭŀǘŦƻǊƳłŎƘ

ESET PROTECT

XDR
Detekcia a Reakcia

ESET Inspect

MDR
sluȌōȅ

VIAC̈ wh±dh±; ½!.9½t929bL9





!ƴŀƭȇȊŀ Ǿ ŎƭƻǳŘƻǾƻƳ 
sandboxe

ESET LiveGuard Advanced

VIAC̈ wh±dh±; ½!.9½t929bL9







XDR
Detekcia a Reakcia

ESET Inspect
ESET Inspect Cloud

VIAC̈ wh±dh±; ½!.9½t929bL9



Cyberattacks in Ukraine

FEATURED



Cyberattacks in Ukraine

Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine

23 Feb 2022

HermeticWiper
deployed

24 Feb 2022

Russian invasion 
of Ukraine



HermeticWiper

100s 
systems

5+ 
organizations

Dec 28, 2021
compilation timestamp



Cyberattacks in Ukraine

Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine
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deployed
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Cyberattacks in Ukraine

Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine

23 Feb 2022

HermeticWiper
deployed

24 Feb 2022

IsaacWiper
deployed

14 Mar 2022

CaddyWiper
deployed

Russian invasion 
of Ukraine

WhisperGate
attacks

14 Jan 2022



CaddyWiper

Dozens of 
systems

Targeted
financial sector Technically advanced wiper



Cyberattacks in Ukraine

Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine
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Cyberattacks in Ukraine

Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine

23 Feb 2022

HermeticWiper
deployed

24 Feb 2022

IsaacWiper
deployed

14 Mar 2022

CaddyWiper
deployed

8 Apr 2022

Industroyer2 + CaddyWiper
deployed

Russian invasion 
of Ukraine

WhisperGate
attacks

14 Jan 2022









XDR ±łƳ ǳƳƻȌƶǳƧŜ ƻŘǇƻǾŜŘŀǙ ƴŀ ǘƛŜǘƻ ƻǘłȊƪȅ

!ƪƻ ǎŀ ǘƻ ȊŀőŀƭƻΚ

2ƻ ǎŀ ŘŜƧŜΚ

YŘŜ ǎŀ ǘƻ ȊŀőŀƭƻΚ

2ƻ ǘƻ ƻōǎŀƘǳƧŜΚ
YŜŘȅ ǎŀ ǘƻ ȊŀőŀƭƻΚ

!ǎƛ ƛŘŜ ƻ ƪȅōŜǊƴŜǘƛŎƪȇ ǵǘƻƪΦ

bƛŜ ǎƳŜ ǎƛ ƛǎǘƝΦ
bƛŜ ǎƳŜ ǎƛ ƛǎǘƝΦ
bƛŜ ǎƳŜ ǎƛ ƛǎǘƝΦ
bƛŜ ǎƳŜ ǎƛ ƛǎǘƝΦ
bƛŜ ǎƳŜ ǎƛ ƛǎǘƝΦ!ƪƻ ǘƻƳǳ ǾƛŜƳŜ ǇǊŜŘƝǎǙΚ

2ƻ ƧŜ XDR(ESET Inspect)?



ExtendedDetection
& Response



{ǘƛŀƘƴǳǘŞ DLL

Otvorenie emailu 
Outlook 

MS Excel ǇǊƝƭƻƘŀ

{ǇǳǎǘŜƴȇ PowerShell 
PS

Rundll32 ǎǇǵǑǙŀDLL

HrozbaȊƛǎǘŜƴł/ȊŀōƭƻƪƻǾŀƴł



Bez podporyXDR - ESET Inspect

Rundll32 ǎǇǵǑǙŀDLL

HrozbaȊƛǎǘŜƴł/ȊŀōƭƻƪƻǾŀƴłNeistota

aƛƴƛƳłƭƴŀvizibilita



{ǘƛŀƘƴǳǘŞ DLL

Otvorenie emailu Outlook 

MS Excel ǇǊƝƭƻƘŀ

{ǇǳǎǘŜƴȇ PowerShell PS

Rundll32 ǎǇǵǑǙŀDLL

Hrozba
ȊƛǎǘŜƴł/ȊŀōƭƻƪƻǾŀƴł

Pokojv duǑƛ:)

½ǾȇǑŜƴłǾƛŘƛǘŜƯƴƻǎǙ

Spodporou XDR - ESET Inspect





Extended Detection
& Response



XDR ςάwέ akoReakcia

BlokovanieHash
UkonőŜƴƛŜ
procesu

Spustenie 
skenovania

StiahnutieǎǵōƻǊǳ

wŜǑǘŀǊǘƻǾŀƴƛŜ
Vypnutie

{ƛŜǙƻǾł
ƛȊƻƭłŎƛŀ

±ȊŘƛŀƭŜƴȇ
ǇǊƝǎǘǳǇ 

PowerShell



tǊŜőƻ XDR?

ÅǇƻƪǊƻőƛƭŞ ǇǊŜǘǊǾłǾŀƧǵŎŜ ǵǘƻƪȅ ό!t¢ύ

ÅphishingovŞ ǵǘƻƪȅ

Åhrozba ransomware

ÅƘǊƻȊōȅ ǇǊƛŀƳƻ ȊǾƴǵǘǊŀ ƻǊƎŀƴƛȊłŎƛŜ

ÅpǊŜǾłŘȊƪƻǾŀǘŜƭƛŀȊłƪƭŀŘƴȇŎƘ ǎƭǳȌƛŜō

ÅȊłƪƻƴ őΦсф/ 2018 Z.z. o kybernetickej 

ōŜȊǇŜőƴƻǎǘƛ



ÅIncident Management System

Å±ŜǊŜƧƴŞ !tL

ÅLƴŘƛƪłǘƻǊȅ ƪƻƳǇǊƻƳƛǘłŎƛŜ

ÅhȊƴŀőƻǾŀƴƛŜ ό¢ŀƎύ

ÅNasadenie v cloudeaj on-premise

ÅMultiplatformovŞ ǊƛŜǑŜƴƛŜ

aƻȌƴƻǎǘƛ ǊƛŜǑŜƴƛŀ



$1,000-$1,000,000


