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pROTECT CLOUD Cd= Com puter Name

== DASHBOARD Advanced Threat Defense (90-day trial)
ESET is aware of the heightened threat environment connected to the cyberattacks in Ukraine and is now offering a 90-day trial of an Advanced Threat Defense component called ESET
Dynamic Threat Defense to all new and existing customers using ESET PROTECT Cloud management console. To activate this component go to ESET Solutions section in the main menu.

Dashboard

Security Overview ESET LiveGuard ESET Inspect Computers Antivirus detections Firewall detections ESET applications Cloud-baset [»

Device status

49 36 _

Total number of devices &
Desktops

Ok
Attention required
Security risk

L Total
Security risks o

Connection status Product version status

I T 1
Endpoint  Server Encryption EDR Maobile Other

Iy Aata Aafard PeatatTh




Internet

S e S s | e s e e e e

ESET PROTECT

File Downloaded

File created

VIAC wh +d h £ ; 1

file

ESET Product

£} Processing of

Scanning

R gt i i o— S— —— i — o a— — " — ou— — v— i —; —" — wh—, " i—" S— — — o i S— — a— — i — — — i — — i — — i — a—a—; S— s | — j—. — t— " ", ——_ v S|ty S— s — a— . i S— S——] S— O— — —| G—"; — — — S— — i o — — " — f—": (—;

Company Perimeter

Upload sample

Save result to ESET
Azure DB

Sample is being )
analyzed J

Return

9%t 929DbLOY

00O ESET Azure Cloud

ooo Database Results

update to
products

Scanner decides if
scanning in ESET
LiveGuard is required

Result

wpload ——+————————— / /TN Re-checking ~ \ =~

metadata Sample status for new results

|I|. and information
showed
Malicious
: ¥ =] Check Threshold v=| Check Action & & Apply action from
@ File executed... 22| policy 22] volicy & policy
Clean : All company machines

+/ Do nothing ] with ESET LiveGuard

\\—-—-—-———.—-——-—.——-—.-—




PROTECT cLoup

an
@@ DASHBOARD

Dashboard

Status Overview Computers

Security Overview ESET Inspect

LIVEGUARD

Worldwide
usage

last 24 hours last 30 days

Top computers submitting files
@® msi-JNK
@® DW-S-NEW
&

AD-S

desktop-kOngpps

e VLST-NB
Al ﬁ @® hb-ce05

' ‘\ @® dark-nb
@® dw-hp-01

SERVER-NEW

Ab-c-e01

File types submitted

Antivirus detections

last 12 months

[J:ii

Firewall detections

November

(o g Computer Name

ESET applications Cloud-based protection +

Analyzed samples & results

January February March April

'
December

@ clean suspicious @ highly suspicious

Top computers with detections

@ Ab-c-e01 8
® hb-c-e03 3
® msi-INK 2

File types detected



ESET Azure cloud

ESET Azure Cloud E]

Database

O

ESET
Business
Account

UO00000

Company Perimeter

—————e—e— e, ——— —

ESET Cloud

\\———— _—-..‘

ESET PROTECT ll ESET Cloud
| Office
: Security
: w
PROTECT agent : I
Endpoint :
Windows / Linux :
PROTECT agent :
Server Security |
Windows / Linux :
I PrOTECTagent | |
Mail Security |
Exchange |
/ / Roaming

/ Endpoint

\

ESET HQ Cloud

' ™
Q LiveGrid
o
N
Advanced multi- Sample
layered Analysis Storage
——

\




VIAC whxtdhzx; ! . 9%t 929bL?9

Detekcia a Reakcia

ESETnspect
ESET Inspect Cloud



FEATURED

Cyberattacks in Ukraine



Cyberattacks in Ukraine

deployed

24 Feb 2022

23 Feb 2022

Russian invasion
of Ukraine

Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine
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Timeline of the attacks detected by ESET researchers around the time of the Russian invasion of Ukraine
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I [epxasHi caitn Ykpaiiu
KoMaHpa ¢dyHKLioHYe B
cknagi Jepxcneuss'asky CERT-UA

Computer Emergency Response Team of Ukraine

MNMpo CERT-UA | Hoeunu | PexkomeHgauii | 3s'sxitbcs 3 Hamm | KoHTakTm A Y | | Q lMNMowyk | @B InEnglish |

[onosHa HosuHu

Kibeparaka rpynu Sandworm (UAC-0082) Ha 06’ekTn

eHepreTukn YKpaiHM 3 BUAKOPMUCTAHHAM LWKigNNBUX

nporpam INDUSTROYER2 ta CADDYWIPER (CERT-

UA#4435)

3aransHa iHpopmauis 3a Temoro «LLUM3»

YpsiLoBOIO KOMaHOK pearyBaHHs Ha koMn'toTepHi Hap3su4ainHi nogii Ykpainn CERT-UA BxuTto




Ukrainian energy firm on Friday. CERT-UA says that the attack was successfully
detected in progress and stopped before any actual blackout could be triggered. But an

Review today, stated that power had been temporarily switched off to nine electrical
substations.

Both CERT-UA and ESET declined to name the affected utility. But more than 2 million

people live in the area it serves, according to Farid Safarov, Ukraine's deputy minister of

energy.

"The hack attempt did not affect the provision of electricity at the power company. It
was prompily detected and mitigated,” says Viktor Zhora, a senior official at Ukraine's
cybersecurity agency, known as the State Services for Special Communication and

nformation Prote o : e intended disruption was huege.” Asked abc
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rar.exe
PE: Command line RAR
Select Tags

SHA-1 3D42B2C8CHATCEBADD2Z99BD981643FACE... l:l

Signature type Trusted

Signer Name win.rar GmbH

Seen on | computer

First Seen 16 days ago - Mar 28, 2022, 1:29:04 PM

Last Executed 16 days ago - Mar 28, 2022, 1:56:41 PM

'Ij:ll Events

] o > Esans > e > > >

1 Details '[:l' Aggregated Events A Detections '[:1' Raw Events E‘ Loaded Modules (DLLs) Scripts

ESET LiveGrid®

Reputation
Popularity

First Seen 2 years ago

cl cll-it.esetdemo.local

Parent Group Desktops
Last Connected 11 hours ago - Apr 13, 2022, 1:37:01 AM
o
9 g:o Last Event 11 hours ago - Apr 13, 2022, 1:36:26 AM
ooo ESET Inspect Connector  1.7.1909
File Version
4 05 Name Micresoft Windows 10 Enterprise
08 Version 10.0.19044,1645
Process rar.exe (B480)
Con nd Li a -dw -epl -inul -r -ai -y -ed -ibck -m@ -pflagC_psswrd "\Users'\Administrator\Documents
mma ine “wtrace_flagB_28-mar-22-13_56_41.rar"” "\Users‘\Administrator\Documentsitrace.log"
Path FaTMP Sehwinrar',
Started 16 days ago - Mar 28, 2022, 1:56:41 PM
Ended 16 days ago - Mar 28, 2022, 1:56:41 PM
Parent process crmd.exe (368)
First dropper Tzg.exe (10992)

+ D*smss.exe[520)
+ D*winlogon.exe(sga
- D- userinit.exe (5200)
+ t> explorer.exe (5244)

A\ wscriptexe (1156)

- D)

A RAR encrypts and deletes files [B0501]
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